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torage updates in Android 11
- Privacv changes in Android 10

NEXF 210 E = ‘App data & files' EX
- Data and file storage overview
- Android storage use cases and best practices



https://developer.android.com/about/versions/11/privacy/storage
https://developer.android.com/about/versions/10/privacy/changes
https://developer.android.com/training/data-storage
https://developer.android.com/training/data-storage/use-cases

Scoped storage enforcement Storage updates in Android 11

Apps that run on Android 11 but target Android 10 (API level 29) can still request the requestLegacyExternalStorage
attribute. This flag allows apps to temporarily opt out of the changes associated with scoped storage, such as granting
access to different directories and different types of media files. After you update your app to target Android 11, the
system ignores the requestLegacyExternalStorage flag.

External storage access scoped to app files and media Pl’ivaCV ChangeS in Android 10

By default, apps targeting Android 10 and higher are given scoped access into external storage, or scoped storage. Such
apps can see the following types of files within an external storage device without needing to request any storage-
related user permissions:

e Files in the app-specific directory, accessed using getExternalFilesDir() .

e Photos, videos, and audio clips that the app created from the media store.

To learn more about scoped storage, as well as how to share, access, and modify files that are saved on external storage
devices, see the guides on how to manage files in external storage and access and modify media files.
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Data and file storage overview -

On this page

Categories of storage locations

Permissions and access to external storage
Scoped storage

View files on a device

Additional resources

Android uses a file system that's similar to disk-based file systems on other platforms. The system provides several

options for you to save your app data:

» App-specific storage: Store files that are meant for your app's use only, either in dedicated directories within an
internal storage volume or different dedicated directories within external storage. Use the directories within internal

storage to save sensitive information that other apps shouldn't access.

» Shared storage: Store files that your app intends to share with other apps, including media, documents, and other

files.

e Preferences: Store private, primitive data in key-value pairs.

e Databases: Store structured data in a private database using the Room persistence library.

The characteristics of these options are summarized in the following table:

Type of Access method Permissions needed
content
App- Files meant From internal storage, Never needed for internal
specific for your app's getFilesDir() or storage
files use only getCacheDir ()
Not needed for external
From external storage, storage when your app is
getExternalFilesDir () used on devices that run
or Android 4.4 (API level 19)
getExternalCacheDir () or higher
Media Shareable MediaStore API READ_EXTERNAL _
media files STORAGE when
(images, accessing other apps'

Can other
apps access?

No

Yes, though the
other app
needs the

Files
removed
on app
uninstall?

Yes

No

Android storage use cases and best
practices =

On this page v

Handle media files
Show image or video files from multiple folders
Show images or videos from a particular folder
Access location information from photos

Modify or delete multiple media files in a single operation

To give users more control over their files and limit file clutter, Android 10 introduced a new storage paradigm for apps
called scoped storage. Scoped storage changes the way apps store and access files on a device's external storage. To
help you migrate your app to support scoped storage, follow the best practices for common storage use cases that are
outlined in this guide. The use cases are organized into two categories: handling media files and handling non-media
files.

To learn more about how to store and access files on Android, see the storage training guides.

Handle media files

This section describes some of the common use cases for handling media files (video, image, and audio files) and
explains the high-level approach that your app can use. The following table summarizes each of these use cases, and
links to the each of sections that contain further details.

Use case Summary

Show all image or video files Use the same approach for all versions of Android.

Show images or videos from a
particular folder

Use the same approach for all versions of Android.

Access location information from Use one approach if your app uses scoped storage. Use a different approach if your app
photos opts out of scoped storage.

Modify or delete multiple media files in Use one approach for Android 11. For Android 10, opt out of scoped storage and use the
a single operation approach for Android 9 and lower instead.
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@Test
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@Test
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@Test
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ContentResolver, java.io.Filel} §SAfot gt MO

FileManager 1
openInputStream(uri: Uri): InputStream
openOutputStream(uri: Uri): OutputStream
openAssetFileDescriptor(uri: Uri): AssetFileDescriptor

openParcelFileDescriptor(uri: Uri, mode: String): ParcelFileDescriptor
listChildren(uri: Uri): List<Uri>
getFreeSpace(uri: Uri): Long
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listChildDocumentUris(treeUri: Uri): List<Uri> {
docId = (DocumentsContract.isDocumentUri( treelri)) {
DocumentsContract.getDocumentId(treelri)

{

DocumentsContract.getTreeDocumentId(treelri)

childrenUri =
DocumentsContract.buildChildDocumentsUriUsingTree(treeUri, docId)

.queryStringColumn(

childrenUris
DocumentsContract.Document.
) .map { DocumentsContract.buildDocumentUriUsingTree(treeUri, it) }
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By default, apps targeting Android 19 and higher are given scopeqd access into external Storage, or s¢ — )\I i\_ i §‘-0 ‘
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To learn more aboyt Scoped storage, as well as how to share, access, and modify files that are Saved on
devices, see the guides on how to Manage files jn external storage and access and modify media files,
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